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Abstract: APT activities posed severe challenges to national critical infrastructure and key industries due to their
highly targeted, technically complex, and persistent nature. However, early-warning capabilities were required in
real-world APT detection, while APT domain data were scarce, which rendered conventional methods based on
communication-traffic features or data-intensive neural networks ineffective. To address this issue, an APT domain at-
tribution method based on multilevel feature fusion was proposed, in which textual, statistical, semantic, and associa-
tive attribute features were integrated and the overall problem was decomposed into two stages: detection and attribu-
tion. In the detection stage, potential APT domains were efficiently screened from massive data by extracting textual,
statistical, and semantic features, and classification was performed using a SVM classifier. In the attribution stage,
deep semantic features were extracted by the RoOBERTa model, and associative attribute features such as DNS resolu-

tion were supplemented via external database queries to construct a multilevel representation; correlation analysis
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and attribution to specific threat actors were then conducted using K-means clustering. The experimental results show
that this method achieves an F1-score of 97.47% in the detection task, and in the attribution task, it reaches an ARI of

86.85% and an NMI of 90.74%. In real-world testing, 18 APT domains were identified on average 112 days earlier

than public reports, and proactive defense is enabled by shifting from passive response to early warning and defense.

Key words: advanced persistent threat, multilevel feature fusion, malicious domain name detection, APT domain at-

tribution, early warning
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SRR 2 15 SURFIE SR 28 128 4E(IR4E R 8], JF

ot ST S M R AR HEA T 0 B0 — b 5 S T AR A
AEEE, Y BRAS [FARRAE (] (R AN 22 5, TR e g
A R)E, BOURNERHE. BE4ES ) Ro-
BERTa & /218 SURFIE 5 AR HEA IS 1 I 1 A ik
TSRRIE4E P B i, AR I 4 (M B R ALE )
Fo 1% 7 IRAE B KRR M AR B TR AR R A 1) R I
BB E M ERE, NRENSL 7 5k
BT SR I % 5 VAR B AR T &
244 APTHRELREE

AT BT TG B SR SIS 7 VR A 1)
APT 3k 4 AT R A2 0 5 B R 0 o (RS
M, A% K-means TKH I, HiZOE Tl
RGO, W i 4EARAE 25 (8] 3 44
FEARK 3 R TREN B R 2R B E N
TR MR THERENZREES, K-means H
ERBARIAEWNA T H—, FXF APT I
ARHE TAZ IR U 2 2 IR M RFE, K-means
KA MBR B 2 55, Be A AU PR IE 4
FETR B4 AR A s =, B SCRFEd e X
PRELT R TR, 3 T APT X op B il 1%
Jiti 43 J A BR 2L S B

3 LG

NGRS R PE AR, SRIR Y B A T
SIRBESS 53 AT b7
3.1 BUESE

ASCAE 1) APT 3804 204 S i R Gu bR
R IR 2 YR IR BT FRAA T . Ba
VR TR UEAC SR & F1 Bl e 4] /e R A
Xt . PR BRI A, RSO
Alexa HE44 11 20 /3 44 1) R 3k 44 FR BEAL S RATE
P 101 B LA B R AR A D BORE A g N B4
. RAMENEBHRELST 1799 APT 4 i
ARG E R R AREA, 5251 APTAH L.
DN PR BRI PP 25 AT SR, AR SR 45
PESERG, MBI 7:2:1 (1 LRI 4 9l 5
. IR EANNR S . %04 7 EE AR %
APT HEIFEATE 3 A T4 A 18 A Lol 5 R4
PR —
3.2 N IERR

ASCERRT APT 344 K60 55 APT 3844 VA R R A~
M B IAT S, M T Z ST fain ik R,
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TFIRRS: T 2 R REFERLA I APT 42 AR T ik +139-

DLSE OGS 14 B ) A VP Al o T APT 3844 K
MWHESs, BT H AR EEIAR, ASCKH
RS FRRE 2. A RIZREAFL 558 A
febr. 0T APT S ARAESS, A SCIREU) 2
F T VE Al ST 55 10 U B == 15 45 200 (adjusted
rand index, ARD FI 5 4L B {5 & (normalized
mutual information, NMD {1 ~3EMFabr. ARIP
M T8 ERERERE L APTIREZ AR —
etk PR N AR AT LR R, HEUE T
B A[-1,1]. NMIH ] F i & 5 S 5000 43 A (1)
G, HHUEYEEIN[0,1]. X PANTE bR I E R
K, RIF\RRERE FIHEAR R 38 & .
3.3 SIEER
331 gk

RESEA ST T VA A &, AN RIR
TF UL eSS . ARSI B L 4 7 VR I AE T
SR A BAT S Y B B A O . SCHR[25 142
7 — R TRHE TAR AL 2% o) S B 4 ke
W77 % MaldomDetector. MaldomDetector f & %
T [\ 35 44 A vk (domain generation algorithm,
DGA) Ak, (HHAFE AR 5 A%
mEASG . PR, BN DR A SO A ) B AR
EXPHEAT TR AL, SCER[26) TR RIS S
7 (large language model, LLM) 5% 8N H T4
IR AR, (HEPERIAMELE ] DL T R
APTHARINTES . B8, ASCiit TE3
iR $Esia], 18 H DeepSeek-R1 1 %,  Xi} Lk
T LLM AR S ITIETE APT A AT 55 O RE
RPN S AR SO A I REXS L LR 3. A
RIALLEH, TR FZETE ), E
5 LLM 7P L, RSO AERE R AR
5 F1 03503 Bk debs EIEUES s oE

=3 KMMEREXTEE

ey i bi1ES el F1 /404
CHR[25177 1% 91.14% 85.71% 88.34%
SCHR[26] 94.26% 93.81% 94.03%

AILTT 98.72% 96.25% 97.47%

RIS AIE A SCER XF APT 385 44 46 AT 55 %1 H 11
BRI A R, ARSI 2 P 3 impL s 2 )
5SROI RE R AT X L S . SEIG T e AR Y
AWFEFEHLARM (random forest, RF). KNN. A&
U441 (naive Bayes, NB). 3 (decision tree,
DT). LSTM. BiLSTM, DL/ % 41| 3 5 5 7 4
A, BRI APT 355 44 K I 6 b s 56 &5 SR I
Fd, NERAWLLEH, SVMERILE APT 4 1
MAES5 R LL97.47% I F1 430tk T HoA A A, 36
WE 1A SCBCTE I SOA N R RFAE B Rt AT SVM
PR P AR LR 4y AR A [EE IR, Ml
SRR P R 35 3k AR T LSTM A1 BILSTM B 7Y .
X RN, gfin. S8EOmMILES )
B B 0% B G M 7 1 5 O A R 3 5

x4 APTEHAMR EESLIRLER

(R W22 4 W, BRI R R
IRIAESS R AT A4, R OB I I 2 B4,
AR — AN BEEE Ak
T4 R LR D TR A

-RESASEN (WKRE. TR TEHAES

- AP E R (40"paypal.com"{8# "paypal.com™)

- fRLE R fE JSHE (Wn"login" "update" %)

- 55044 384 068 FLALSE AR LU R

- BRI I 1A A R S A R e

- VI A BT P, BB BB RG4S (ASND

% : {domain}
|

3 APTIH AR 7R Al

F RS SRS F1 734
RF 98.68% 93.75% 96.15%
KNN 97.33% 91.25% 94.19%
NB 86.42% 87.50% 86.96%
DT 93.59% 91.25% 92.41%
AdaBoost 97.37% 92.50% 94.87%
GBM 98.70% 95.00% 96.82%
XGBoost 98.70% 95.00% 96.82%
LightGBM 97.44% 95.00% 96.20%
CatBoost 97.40% 93.75% 95.54%
LST™M 91.39% 91.15% 91.11%
BIiLSTM 91.73% 91.72% 91.72%
SVM 98.72% 96.25% 97.47%

RPE A ST VAR APT 384k MIAT 2%
WK AT R, B TR N G R FH D R 12 i R
(Shapley additive explanations, SHAP) J57%f APT
WK AT 5 R RHIEEAT T BT, TRk
TEE EVE N BSR4 AT 10 441
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FHE, RmE4R. ME4TLLE R, HEN 5 APTHEZJIEEESIbsER
HE4% 55 25 IRORAIE XL Wl S 1) FORR E D BEAE 7%, o ARI ot
S5 B A5 4 e ML 3 T . — R P B HC $3.21% 85.93%
SEAER, TR KR 22 FREAE (1 W3 ) 28 FL U DBSCAN 22.53% 53.30%
GMM 80.54% 90.39%
7er DPMM 86.66% 90.61%
or K-means 86.85% 90.74%
o 5%
=l 332 AZHFE
£l MR TR ST HTE L b (AT T
i} 51, BRSBTS s . kK
s i, e A SCHR L VR 4Bk
0 VESTHSR 4 AT TR BT, 07 IR bR I 7E 1
F ST ST TG aeTHs. MEAR AR SRR APT
DA R R WA TP RIUA TF AR I APT 504 33t 264
& & S SCHE AT 3 S REICRRSE S B0, oy 18

&

FHEAFR
K4 APT I A A IR AE B2 HF T

fE APT B4 IHME S5, ASeIE A SCHE
(1) 22 2 R AIE R A HE 22 % B 1% K-means 58 28 5072%
AR, BTN U 7 2 R i R R R AT
XL SRS, AAEZ RIS (hierarchical clustering,
HO) %5 B i) e M 75 N FH 23 () 2R 96 (density-
based spatial clustering of applications with noise,
DBSCAN) #y%, mHEA#4 (Gaussian mix-
ture model, GMMD) « Jk F| v & it #2 18 & L Y
(Dirichlet process mixture model, DPMM) , £ 2K
RRFIEM APT A AR LS i 45 R WK 5.
MFESATLLE H, K-means K H DL 86.85% 1)
ARIE H190.74% FINMIAE, &3 00T HAb X L
BB, X4 RAWAE 7 AINENA
Rtk o Z&5 RAEW], A SCEERT APT 38044 $2 )
3 P AR BE A% 1 1 %1 1B AN [R] APT 4H 234 Bt 44
(R, HLX B RFAE 53 A7 BE A K-means 28 28 5%
HHHFIH . HHEZ T, DBSCANHILRIRE,
FoARIE A 9 22.53%. 73 T 3L R IR, 2R
DBSCAN H % B 5 18 & 1 % FF BUs RF HET,
T AR SC A4 3 1) APT 35k 44 R AiE 2% [B) A7 75 25 FE AN 1)
17 1) L, 12 R IOV I SRR AIE 7 (R 1 % B2 AR AL
T EUE X 7 AN [A) APT 2H 23 (1) 38 44 B 30 ™ 6 11
HESINER .

CAA S VE T IARIC VT AE APT 34 .

EB 18 AN AT R B AL F s i AR 6
RAPPHARE 73 RBEL: ficHY OF
TR ZIE A R L LR APT 38044 19 H D
Weite A Gl Aa geBUs 22 4 ) T A JT 3R I
FIUD < SR AT (4 MR B 2 T 9 e
FISTRITRLRE D o 22480t 18 /Mg A 1P 2 32 1l 3l
ERIER 112 R ZSLIIIE T A ST IR
PUAPT [ 3 S W 45 37 55 b e 2L 4% 10 B 0 0
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#*6 RATLZIKAPTE R ISR
A4 PRCHM | SEEHM | AR

ottawadesignlab.com | 2024-09-02 | 2024-10-21 49
theoyservices.info | 2024-09-21 | 2025-02-28 160
bijoyshare.buzz 2024-11-02 | 2025-02-28 118
sharetobijoy.buzz | 2024-12-22 | 2025-02-28 68
totalservices.info 2024-12-27 | 2025-02-28 63
jlu-edu.org 2025-06-15 | 2025-07-11 26
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52 X5 APT 35 4% K4 M i 1 5 310 A 359 i 14 1) it
AL — AL T 2 R UCRHE AL I APT 35044
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B 1k 4 A JERRFALE 65 3 T 55 70 8
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IR A R R O IR TR APT 3044 . 7RI [RIBY
B, gl fhE SCAR N ARHE . B I 2R ZY Ro-
BERTa #& IR 218 SURFE, DA JCEE T AR Eds
J 25 1 3K X 1) DNS g #8520, WHOIS v JIHE
K. SSLiEH @M. VPS RS 1P bk )4 @ 45 56
BCJR ERRIE, W82 EIRMRERR, R H
K-means 5 2 5015 SLIKG 8 4k 44 VA1 IR 31 Bk 2
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P i R

A SC AR T 0k BARTE APT 384 K 0 5 05 K]
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TE TR, IR BT 190 SR B2 X )R AR A TGS
APT A AR . HAR SR FP (tactics
techniques procedure, TTP) W}, #k = Hi& N HEA
BRI Bl — BRI A A R B B A 1
MR, SRR AT RE BN . R, A
SCR A (138 B RoBERTa 15 70 75 il i APT 44 214
SFA 4 SIS O TH R BR AR R R . X
SR A TE I APT 34 B4l A A A R, 2
TEHHE FF A/ (1) 37) 5¢ R X RoBERTa i3 47 41 35 1
W, o SRS, S 55 TSR
RIS IRz AEE T

Bt BIRBAR, R RAT DL 4 AN 5 TH I R
RN : OWRAEL Y] G EEIES,
5455 784 R A% 4K 4% B 108 16 B8 0 245 TR R SR i
B, NI S i )32 APT 4123 TTP ()i A8, @3
s Hl g, @i e AR B I G B AN R
KRBT ER ) S @) T ETE KM
B APT 38044 15 kL2, R TR oA 284 i3k AT 453k
TR B A A R A, T RO ME Hh 3 R APT
HZURE SURHIE ;s @RI T B 45 1 11 )3 8] 2
BT 325, ) PR A 2 X 9% 45 9 B R 2 VB A [
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